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.of l,;l t J.#.it-c)ltl cS,rE.r--19 t^".9 &-! 6-.2:-c .3.- . ;rrE alS o

Cir-L.rVl rLliijl g el* ,t.g;.za ci.r-y.to- A-A

lo.r.i r*L:i ote)ttl c,->,.. 1l Jt:-Jl 9 Jt")L rLsl -E-i-..gb*,lr rc

,s,95,dr-.,-hLi) OLjL .:"-Lvl lr o.r; 
'J:;.,.gt^ooclc 9 1p,.. a/5: l9:Leo C+Jlt.- 9 c*SJt" .

619::.. .fiL! 6l ,L:l9 Oolt )gtq*tz- q-'U ,:=t9r*'ofrt' ?p OLjL .r,lrlo (u5 ,r-tl-P

.c*l |9.:i.rto ,t->l9lj l\ar-rf ;.& o.Lqp ,, L"=r--"'-. o.ri .;:..1-:r

c#r .gbr.rlsk-t ! *-! c.-Lv t 6.p.rtalE tbC*,.t'L"i: .-53.r-.tj; 9 ,r-l*.gLlczl*iti*,1 .

.u;L er:,.i;lc.i[.t;;t ;L'r9a, &-sr1

iil ;t u-,, r,-Lt c.-t- )o or^c otr*; t- q.r+ 619:->* uf * Jt-l;jlg .*fy: u*-!'g .r+J9l 
"Lr-i)9 

.

.".F a:yl9:.*a t>l9l;l;L a:*r9i ru. jl .r"t+,r:l tu-r#-'tj

,c r rlljl J*l u-.,-L o.r-s u,-l;-", 9 dl*,6rb.-L olro,; +;5 (Staging): ,r,;;;.r-1";T U,.*. .

,,-glLoc! (Staging Environment) o.l *-tji 1".+-.s," rc l.r:,t . (Production),rUt U*-,.

.Sf r+-'U 9 tU

rJ c5€{; o:-.Qa I 9i- ,..,iJ )9..1 c..-ls.t,.5JLjL ,tn-l "rl-l}t -!u-o ! u,L l9::.. SEO: 9 ci..e*f .

.r9- ..,,Iit" p t*+ s,!, 9+:,..? ,s6tiy
l5+:*rLb 9 ,riols.,-r9 ciiL.rr.i q,j.ol- A-t

:)4* 6Lo.=-r:-o 9 c,)l^> rl.,1.ro .jt-jL .;Jl-l .gto;;L;r;t i:J;it-".. ,9L- a'.

:.f.i,

"5!si$torb 
Jijb9." ,stl*l Js: t [MS)atl\d &-rr" d^..{ ru-,!

.s-.#.rlC* sUrl .;l .rf *i l.r.i!* rlr;el .gl1l,: ."lel a.' tr Jeii

'{f , itrf vrji}
'ngciit*t+,ru -t*
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,J*L-i) .<.Li*,t6 A Jr-:5, DNS itt-Jis ,zu-ulr JJ-J-; ..:.--i' c^,-r,u-: c.>L"fj gr-r&

.c*l gtlaLillg crLcYlal.SJgUi.r>19 o,r(.. tG-e (trrlitr g oclc oL(1L {.r-7:-c
.sil; .,^t*i 6t&rs, SSL/TLS ,.:,- ..sb.*lf 1l oct-o-.,1 (HTTPS): rS*ilri 6Jt53J..)

.c-t ,r^l!l (HTTPS) c,,-L+r Ayf e tSrese

to+;9il , (CMS)I9-:r." c.,-rrr p:* -*,,r:pl .Slo,.,,L,,.,f.,a1: prL!., ,gb;;1gsqg cigU-
.crr-q pt2,;lIT .r-19 by ,S:f 9 Fl;i. ,,rbq .-L o\* ,tr Jnb pj...,- 9 Loct-rqt5 .(Plugins)

I SQL Injection l:;L (.,e Jel.u-. s)t*-- ;t e F*;-a3 (WAF): v: -tlflet JlrfG
.fl-,J| .*,,-,: qY ,c Jot - ,r:"-l ,l;l t- (WAF) *s tlfle-t Jlrr*E .i- ,.s;LJti e ea;.XSS)

.c-l
SSH, Plesk/FTP/Database) .";t (ytt et- .#lu,o .sto&, { ,r+,irr: .1Li-o.o.gta,r*r;:*rc

.$L;LrL jt"* IP .gt-o",,r.:i 4r r9J:tr 9 (2FA) .glabr.9.: c.-g ;1g1r..r.t' jlf,.l 6bir ti J,-1.

,.Cl.jt" .5bJUtX s.i.l 9 !g.rl.!aji- A-V

p:- -* . HRJti)9, , (Intranet,rJ;lc ?9 c^rd 5torlilpr; 9 tocLL g.;l t.i.> .9lr; ,-plr9:-c 6rl

:o.*.* Jtrl...) 9 lSrlai ,pkr" trl .lrojl, c"rl&

aS-.:;tVLAN) ;l ocl,i'*,,1 Lt (Jt:. t{ ,Ii.r tr;t-J + J,-tr jt jL.sLoJbry: +si...&.g.;L.rl.u .

;*.i t- OL;L.rl;tc a5-:; e-* J Lii tori {,5.,j-c, $}.; tu.-;LrL c#.,.-*L?e t et'
.;*l ;I-"..VPN/PAM

Active Directory o:*-.- O"-h J+;.r-lr bJbrx.rl;.r5.-*9;l9l: olr)t5 q.* )lfl .

e 6* re-.c cit-J511 octr: ,,1 ,otf rxl_rr;o .rru,,, ore.. SSO) q (Single Sign-On Ot.rL
.c-l .r.t!l .glabr.9c c""9o ;1.,.'l

r.i (+ >Ll5 
",-! 

bJb,,r, q Olrr5 .#F" C+- GBAC): oi;ij, ,.srs... (#)ri,"c Jf*S .
.o9- p*Ls &yf .r-19 ,r.r. "#-'tJ 

q 9 ooy Lori .rLjL ,.5torl;;

,.rLjL q5bJbtr, ,-tt!r5 r .,,.*rLi-c .r[.tc,o:.-.- ,.,'],- ;Lr;:t{: r.g1..r,t*.a-1-,"i ci*J9 ,;1'^ls;1gf .

, (Vulnerability Assessment) ..s,r,r...*-I ,rlL"t.rl 6lo;9o .gto..:; .cy: pta"l IT u-t9 -b-9;

.c/i lgl t,oa;LL ,1,-l tstt r, qt (Penetration Testing) 6r*Je4,

F-,.^- ,*+ q!toJb.,9a. rD ro:.".r- .,,1,;.& .5[o+Jt*e J totL, ,,rr,/ro 6to.5Y a-5: r.fY.fr.Q '
.s9,i .grl.raJ:; oL 2 $lu-- .i.rr ,.glr,, I 

"r_!.

:t.ij
,$ylifltorlr J3bpto.l-lrll.ftl I (IMS)atrlrn- &-r-ro ri-#, tU*,|

.d:- *, jl+" sU-rl ;l .r;f o*j I rJt*.,$cl .5lrtr .J-t Xf ! Li3

l.frou YirS
'l *uati,.rlP'
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(ERP)..1l1lIal; llilp y .ts ege g rgsg 4 bgt>n sbylrl- A-A

l, ,lilp; ,,1 1l o.rl;;l c*l.q.:-.,. .grlcl u>19 .cf;d oc$:.,1 01.,1.,t5 e;f I c9r9 c".i c"X.7 ,lilp; ,,1

'orlo

o.r-q,c _,-r p:* -* g,_l c,tc)ttl ,Sl-,t l;.f-l_fl ,-if, .r*l .,,Ll..,t c# "l ct-a1l a;J9 c,tc)lll ,.gr9l*i .r-rl9

'crlc

.c9; orlc J-f, a1 fjy .5t-o,r- ic , c,+' stcytl .S,ff .r..19 .r"L;rE t-,f t* f ; f cj-rrtt5 ,.U

oaot-;;. J-> Jr Lou.-l9 rrL;lrr,r. (#2:-o g.grlol J* rL;>l ,c l*-, *U; C.c.l q,J.l5 (#J:-r
.i:-l ac9^2.. :$ b y,.f.,5

siJiiJ-l- a-l

JLrl ,.:^*lr:* pt+l o:-*,1 *r?.lo Ju.ao9* 9 +. c,tc)ttl ;cr9'i c^-o q *.7 ro gLlL ro c;p-l .

.Jg,Ji ocl;'dl ... I't-*l
.J:5.,. oe;h lr.>19 ;i;t5rl5 t-f ;ir-l 1l oct;: ,l ;l;-,a>19 ra,*& .

.c*,1 g;-. 6arA 15 ptz.;l ,.91; c;;*,-lrlo;[r'-"1 .

.c9- ph.l ,brL"" _p c^,-.*.u ,*\.qL.r.:.rlc jt*; sr:i-l a, aS,r,torlile,, S.'5rt6* I * .

."y:r &)f u.irl c--;u. 4J 4jl&L ,*+;;.p-l 1l 6lyr[5 ooli-l gl;- .

.o,;i c,i-p-l orlg sl9;6 or s* a.5 9 ,S.ttS rU q qJ .t;5 .p .

n-.r JL-,ojI OLS.I ol,o-o otiiic .S- cf.,"i & .ril- L L:; ."r1. ,li ;t;u. ,t-:il ,o l& ,-.,.]X\ f , .

.,:rl,r c9.'9 ,-]y-ls

9,r>19 &-rr-o rJa+J l.+ F,.l;iL.,,,j ,--,.J -r--ll a5; ;l orli:-dl q jti* OL_,L rc ;l;r5 r,L .

.($t JJ$di ,Sj5 )st.$- iiu. ;l #"1OLj Cll) ;* 6Lr lr r9r:tr Jty*.
.$rl$ ,5r5 rL q l, ;, JLi:;l p ,-/t-lt ;;ii-l1l oot-iil q jt"* Ol.,r.r5 .

,-J-"lr-l eo-o c.-ao 4s**i * clrl .c,tc)ltl .&u* u. +i ! ,,rJrrll ijrr,-l a.#;S 4. ot9- sr .

.J.jll.i,-# ,J,.JtS"l

ti.;litl e ! I Lbrfr i.9 )41.)4 rc ciJati>- 6-,l.

.",rJ,.f ;,,c .r.:;S,ra o;li:-.,1 OLjL ;lc)ltl 61l- jl a5l, .golil  rl.t r.r::i.r Oil .

;l ...9 sL+ri .sto.r-ll L.ff .b../9r, t-i L!U. J .dLti c#+$ 9 rrt, :l aF* ,fu* .

.$ uol9.> Giit.{.c;F-l 1l ul;e, )Slet 6l .or*,.r ooli:-,lKaspersky JSlf t

a

a

:t.ii
.r*ll2.$l orll .rSlib.2e<r ,;^l*l ,-is:9 (IMS) aal!! r:r-t&o d^..{ l[-,i

..:* !, jqi.!l;-rl ;l ,.rJ q$ I $trop rl+cl .5lrb 
"J""t 
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4J.r,-tn?ti :J ,rtO.^" .riri"/ &_.,+& OL;L l"-,f t_ srls gL; OL;L q aJ.;-tarr*"[5 +$ .

J;-slf t;l c*"t1.r. ..r-;rJ.r. 1l_;! oclil;--*lorq-o J.i:* J;f*. t- u;f..f ,[,-:- ,Jt;L a5*.:, q

.r:5 oolr:-,,1;LrL glc)ttt ..g.lff .st9 u--'b or9,o iltc,!:i 9 dti9pl
r t$tl uf * jl ,,i..,,..r'-;iL,r^; OLjL c--r& c^u.; t-.!Jl$ dl,, Ot-jL q 45./-t"rrii.5 s.L"i .

.9r91,-i a--19 ;s- .' r,-ij c19,- dil*,.1^'; t ,a9r-9 a; ,lilp; 1l .l-L .;L;L sil.eytl 61L. d.. JLdl
..r:5 ocli'-,1 ,L;L gtc)lll

.c..-; rr,,Ot5.l *-F c-l q ..,l.rrtt5 (#r:-o .or- (Disable) Jt sr.4 .r,_t+ ..rl.xr ;; ,lyf; .

.r.oJ obl5 l, ;i ..grluSr;it, .ot tE 45 r:5 ,; 6lu9iq J,-F d9i9,:,; ,l;sl1; ot^*Ls .

.uoc;io5

oo$'-.,1 OLjL ".,-'b "tf d9r-9 t; ,lSlp;;t qL ,;-l 
"1.-:- 

;,,trL aSi--i a, a5.glo.uocr*,- 9)- .p .

.r:5

s.L-i 9 r-l5 s.1li: ,,1 OL,,t- u+-'b .tf ,j9t-9u; rl;!lp; ,l u,-t ,rS.;9;SJl c-. .gtoot5ljf pLj .

.JJ9";3 Jr:5 )slft arl t-f J*tr.f &9-f , .5rg)e..5toa.U

6r:U u-.19 a-1 O-5-. OLt OJtl ,,r !-lr ,ol.I:j 5U, )fl,t L-9; ,lS,>y; r.tl-* 6 eln f .

.r9; ,-;J)F c,ls)lll

5Fi t1 u,"t1 
"|S* 

osf ,o 9 .r:5 5" lJ ,/9.-9;1 Gl,,sfi u,-t+ citsy-bl ..S.,rE u-.l9 r"L;rK .

.S.,|-pri .rL; Fr,r
b,xltgc otc)tlal- A-II

,19qc a-5 qSts5 r.U .J.ti) La..xr.rlr );let + Ltrt' c,lc)ttl a.l5 9 to;ar9c J;5 , &_r& .

.c.-l otcytl .S.rrf blr tr rJ.r.i-.o tipl"'i Or,-r q jt?* 45 GltS ..,,pr,-" dr;.15oo 9 Q..i )flf y
.s9; .--a; .lt+. Oll-,5 .gto19.-t5 rr ;'i ;;-)15 ai; 9 ;9-t- .tr -"t{ i-:- b,.x+;rr )flel .

.o9.fi.S> -r,-l* ou.;li oJ:iS gtrytl ;,,-l 9 o9.:i 6Jl{r<j fi,'- ss u*! 1"..,*t:D og, L"' ,a,Ji .

..:p .grl.raf:; )t)Y. dt& q t.oar*tlJ ol.rri a, .; r [o;-r9,: pLi .

.orls t, b,o!.i Or-., dp ,J*t?.::s ,t+li J.-,f .tJi,-'ti olilg ;lyu-.,- a, .

.o9,Ji,ota &^*!,& U-.r"J:rlc^,-rru.o jF" Jr-t{,Jdo.lJ* 6;";.Sl.,l l"r"l".! oJoLLo Js9.f Jtg- lJ .

ta29.pr- A-lY

,c rq.ti-a- OL;t- cslo.r,-r,r- .grl5a-ooLi c.9;l &y-*;l;36J a)S 9la)9t' J.;S s &r-;.,-.rr .

.;*l .S;Lrfl .l>!9 oJ.(f , c,tc){tl 9 4-(,; ,r<-L.o j;;lc ,li ,,;-c

{f,ctfyi{}
il0 : *aj 621ar;;

:rii
"S+ti$lorb JiiLogr ,-rtl*l ,Ji.g:, (IMS)at.,l$- c.l-r-+o d.-.+ )U-,1

.,:*+ jt+" lL-rl ;l .rJ q€ I dtr.p rlo;cl .gl.rb .rl."t Xp tf Jeii
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.rr etarl (...0.r*, r er ,JrjL ,9! ,.5*,-c crto) llL 6;s* ,r ,-J *.-Jr* c:t+l CJrq fro"'U .

i# to19*, a+.*-i ):t S;.sof c,-...:; ;l 6F*.Sll tt$- ol-? g.glorgc rt+z,*6nr .

.JJ9.i

G;* Olei L-{./.-li:- ,6ss-r-.jLqf[ -i!f ;l 613* c.a- a,ti59J r.+Li OPS) ../; e- .

.r9j drr-'ti 6,9rl

r.* .sn .r.ri ajYLa*" t** uel^;; Ab;t+ ,.rLl.l6.;r )lilc^; G6:)tl .

kt n-r,-,-r'Ii:'f .;;;;:ilf ;::;Y": .

.dlr tt5q ocLi;L;.p tJ u,.tr.OL.rL

s lS.r:;5O+oL'l t";,tf ; I ot,,c>{.b| c.il.r.1o/ J t-Jl- A - ! f
.ca.l: pt{l JLrl;i .yLl.rr I e, ,rt!.plf q s # citc)ltl JLrl .e:.; orlstil .

e"*;l oL.c)ttl JLi:;I O-!, Jr:S .ir- tr ..r>19 ,,a. j*. lr r,-ti -)FtS. pl.a"l r ots)ltl JLrl .

- ;i .911-or#;S 6L6ajL t,.s.*r,, *-,r;f.fl; fi;j,l':l:; ::ffr .

..:e.:; JL.,lCD u;L d$l9.-

6hs* c.4.7 .gLrL ;tc>lll 6-R *. rrtl jl Ji ,_sjL".r.-S .gtocL, ,c,b)ltl c.iL-to ptf:-o ,.r .

."ill €,5 rl5a, c".")l- ,.,-'b ;l t#, 9 rf ).t' ,w;i,u a.otj.r.r o9r9 1l

.c*l &;-. OLjL .,r ... , Vblr ,pl_25k;tl .r-;L ,r,-7 tt;rl .5torlflet )l ocli'-,1 .

ajh.;ato oLeltbl ollcl9 .911.qJ3- A-tf

s.L-i ,J.[J .,,SJ9rSJl c*p I lt! .ro ,; ,gLlL citc)ttl Jbl I irrlr.e..<j oLj rs otc)ltl c -^..:-l .

.gl.fa-5orr'b.;lr,.l- ,,;t5r5 L ",f c5 s{t-oJl}lff : Lro-."..-, ,.,S*jg,.SJl .g;LorgS 6to..1.*.t

,.r;-;.7,.o ..r;.-r*o OLjL- cit-c)ttl 4-.1 .# tur q jLa* a5 ;t5rl5 .&" r ,Fy I c^!torL, Ot5rs
..:/i tb u,-lr ,s15.* ,lj oo$..*l o19* rJ-rJ.. a aS; ;l etV 6 6J#-'U Ol.r-,5

oJ-:ri t-+ri .S:, t- ",xt rlj oc[-e'-",| or9,o .,rirlu.i gI; Ot;L a, a5 4t-o,.;-*.- ,y-* J +t+ gtc>Lbl .

.o9; ,cL u.L;. 6Lo;9q- 4S!-l F .Jj9*:i

.or-ic* r.bll ;lic ;i* e-* J r J-lr rJa )e2u t Qs otc)ltl ,/r .

.c9"i 6rloogi 6t9-f -* 9 .JUlotc)lll JLrl;l .ti.il ,,bt Jt-r-l ,-.bE 6l; .

.;501L-i;;l Lb Jl*;r-l ,:;a5 c^{- ;t5"l Jfi- f).o9.:i c.iL-ro't-:- 
"-SC 

a,Fi orLi qu.1-'b .

.(c9; ocl:. .1 .5;L9;l

:ri;
,#l2.$l orlr JijLa;a<r ,S-l*l ,iSt 9 (lMS) atltf- s"-rr" d-., tL-,t

.g-+ jq- lL-rl;l.rf q€ I dl.r." rlo;cl.5lrb &l*.o ! Lij

V*strolf-,ys}i9 ir '-- q,i)
'n#[iuptt,,,, 
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.c9j o.:li:.,l,j.ai.f .gtor"rci;l J,-U.rLjL ..gtort^,-l JLrl .gl; .

,ri;u- L,,f d;ta*clile;licCrll*,r"PJt{J5/jr.tle:V e,rrL;LLgta,li^,"| JLrl .

.c9- pta"l ,$lo.r; r.'.:t,.l" ul9
gt-}tl 69L> cL,l ,r.Lj ..r5,r. 5,; ;t ; our .91.,,, l, ;t;r5 ,-b I j.. Ot5r[5;l .i- .r" #l .

c,t-c)ttl uf * r--tJ.J,i+.grl.raJ:; rlo,-Li! 6tsuJ L- rn5 rL; rrl 61.6J'r.. _,rJ s-! cLr:..
.$fi b-, ,;* pJc O.u Jft .,. o"J:-o -,r f j! 6t6Jir.. ,o .gla;Lr.r...

.SrrS .r.-.19 ;,1-o +i:f qU .:tc)ltl ,FLr* 9 i^il ,o ,.-o ;s-t s.ty.,1o .yr> J 6tJ uf * .

.c9-, iLrg)ttl otc){tl

;|.->ltl ; ,;ld,#l#;L"s c^:u j+ OU"-l ,a.:-lL di,5lr *V q_",-! Ot-;L )l e:V.rttr5,rr.'b .
.ri5.,. c^".; t4l ;lgL;L gerc 6t5rl5 a5 u::...o

6t5u-5a,-cj! aS:,-tF .rit, ;t5u5u,-oltr u,-c .f.r. rr &-l+j t*rl r"U 9 br[ti ,bdtl,.LJ .c,tryll .

.,r:,iL c,tc)ll,l .:,-ft q jt+. Lt-St
.$f eu*i,r.l .glof*.:, { ,J4 tt*, otf F-o oS ,.lLj tc &-t?..,#-e, Fl.zo 1o c,tc)ltl .

OtjL a.f ar-tt 6rt5-.o zwB ;l e-, ,c*l ou.i .:-c q Ot-jL ! .g1t5-o (l& JD a5 ,r;lc 9 olc)Lbl .

ar. )4t4 c*l;r-S-- 9 cq-j:1.5.,1'ii#",,.gr15^o zwB clil l"-,f ;L:>l "Str* "..t,.qt- 
JU:;l

.or-.til3 c,Lhil

r#JibJ gela*,- A-'lA

u=l9 r,u- tf*,o 9 .r>19 ir.,a )r-T J.ttjL s_,la q 4"i ti st ytl * n6 ro ,r-;*,c et- .
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